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From analysis to design

Topic 6

ICT284 Systems Analysis and Design



About this topic

The previous topics have covered systems analysis, where the
purpose was to understand and specify what the new system should
accomplish. There are choices involved in how the system will be
implemented based on the requirements, and these are evaluated,

determined and documented in the design stage.

Design thus provides a bridge between analysis and implementation:
just as analysis provides the starting point for design, design
provides the starting point for implementation. Like analysis, design
is @ model building activity, but whereas analysis built models to
capture requirements, design builds models to represent the

solution.
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Unit learning outcomes addressed in
this topic

Explain how information systems are used within organisations to fulfil organisational
needs

Describe the phases and activities typically involved in the systems
development life cycle

Describe the professional roles, skills and ethical issues involved in systems analysis
and design work

Use a variety of techniques for analysing and defining business problems and
opportunities and determining system requirements

Model system requirements using UML, including use case diagrams and
descriptions, activity diagrams and domain model class diagrams

Explain the activities involved in systems design, including designing the
system environment, application components, user interfaces, database and
software

Represent early system design using UML, including sequence diagrams,
architectural diagrams and design class diagrams

Describe tools and techniques for planning, managing and evaluating systems
development projects

Describe the key features of several different systems development methodologies

. Present systems analysis and desigh documentation in an 1 Murdoch
appropriate, consistent and professional manner N UNIVERSITY




Topic learning outcomes

After completing this topic you should be able to:

Describe systems design and contrast it with systems analysis

List the documents and models used as inputs to or output from
systems design

Describe each major design activity

Describe how different alternative solutions may be evaluated for
feasibility

Discuss the advantages and disadvantages involved in the ‘buy versus
build” decision for software components or applications

Explain why security and integrity methods and controls need to be
considered throughout all design activities

Briefly describe some security and integrity methods and controls
1 Murdoch
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Resources for this topic

READING
« Satzinger, Jackson & Burd, Chapter 6

(read the section 'System Controls and Security’ to get the main
concepts, but you don’t need to remember all of all the detail)

« Satzinger, Jackson & Burd, Chapter 11 section '‘Determine Project
Risk and Feasibility’ p.343-345

Except where otherwise referenced, all images in these slides are
from those provided with the textbook: Satzinger, J., Jackson, R.
and Burd, S. (2016) Systems Analysis and Design in a Changing
World, 7t edition, Course Technology, Cengage Learning: Boston.
ISBN-13 9781305117204
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Tutorial 6 -
Extending the use case models

In this tutorial, we'll complete our coverage of requirements
modelling by creating fully developed use case descriptions
along with activity diagrams and system sequence diagrams
to describe use cases in more depth. These models will form a

basis for the design models that we will go on to create.

1 Murdoch
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Topic outline

Introduction to systems design
Overview of systems design activities
Evaluating alternative solutions

Overview of system controls and security

1 Murdoch
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Introduction to systems design
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« Analysis says "what” is required and design tells
us "how” the system will be configured and
constructed

 Topics 2, 3, 4 and 5 covered systems analysis
activities (discover and understand details)

« This topic introduces systems design and the
design activities involved in systems
development

« We'll continue to cover the design activities in
more detail in topics 7, 8 and 9
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Analysi objective * Analysis provides the

o starting point for design
e « Design provides the starting
point for implementation

Design objective

Describe in detail
how the new system
will be implemented

Analysis models
and documents

Design models
and documents

Implementation objective

Build a new system

i MOde”ing is inVOIVed in that fulfills user needs
both analysis and design

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning




—

W

What is systems design? Murdoch
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Analysis provides the starting point for design

Design provides the starting point for
implementation

Whereas systems analysis places emphasis on
the business problem...

Systems design places emphasis on the
technlcal or implementation concerns of the

system

Objective of design is to define, organize, and
structure the components of the final solution to
serve as a blueprint for construction
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Choices in systems design Murdoch
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« System and software architecture - high level
structure of components and how the software is
distributed across the hardware

 Meeting the non-functional requirements - how
to implement the requirements for usability,
reliability, performance, security, etc?

 Buy versus build
— whole system v components
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Modelling in systems design Murdoch

- Like analysis, design is a model building activity

« Whereas analysis built models to capture
requirements, design builds models to represent
the solution

« The formality of the project will dictate the type,
complexity, and depth of models

« Agile/iteration projects typically build fewer
models, but models are still created

« Jumping to programming without design often
causes less than optimum solutions and may
require rework
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Modelling in systems design Murdoch
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« Converts functional models from analysis into
models that represent the solution
* Focus is on technical issues
« Requires less user involvement than analysis

« Design may use structured or OO approaches
« e.g. Database can be relational, OO, or hybrid
« We'll continue to look at OO approaches in this
unit




Analysis to design models

Information about
Things

Information about
Process Flow and
Flow of Execution

Analysis Models

Problem domain
class diagram

Use case
descriptions

System sequence
diagrams

Activity diagrams

Design Models

Communication
diagrams

diagrams

CRC cards

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning
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Programming Models

Object-oriented
program classes
with methods




Analysis to
design models

« We continue to
extend and develop
the models from the
requirements stage
into the design
stage

« All of the models
must be consistent
and integrate
together to provide
a complete picture

Image from: Systems Analysis and Design in a Changing World, 7th Edition
©2016. Cengage Learning

Requirements models

Customer

Order

Domain model class diagram

Create
new order

Clerk

Use case diagrams

Design models
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server server

Component diagrams

Client Network
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Deployment diagrams

Clerk System
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Interaction diagrams (sequence
diagrams)

Design state machine diagrams
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Package diagrams




Summing up...

« Analysis says what is required and design tells us
how the system will be configured and

constructed

Like analysis, design is a model
but whereas analysis built mode

ouilding activity -
s to capture

requirements, design builds moc
the solution

els to represent

We continue to extend and develop the models
from the requirements stage into the design

stage
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Design activities Murdoch
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There are five main design activities, corresponding
to components of the new system:

 The environment

« Application components

« User interface

« Database

« Software classes and methods
These tend to be done in parallel, as decisions
made in one activity will influence the others

And system controls and security must be
considered throughout ALL design activities




Design activities and L0

iterations Murdoch

Core Iterations
processes 1 2 3 4 5 6

Identify the problem and obtain
approval.

Plan and monitor the project.
Design activities

) . Discover and understand details.
Describe the environment.

Design the application components.
Design user interface.

Design the database.

Design the software classes and methods.

Design system components,

Build, test, and integrate system
components.

Complete system tests and deploy
the solution.

s e i i s ki e e e e s S s o i, B e

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning
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Key design questions for each ~

activity
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Design activity

Key question

Describe the environment

How will this system interact with other systems and with
the orgamization’s existing technologies?

Design the application
components

What are the key parts of the information system and how
will they interact when the system is deployed?

Design the user interface

How will users interact with the information system?

Design the database

How will data be captured, structured, and stored for later
use by the information system?

Design the software classes
and methods

What internal structure for each application component will
ensure efficient construction, rapid deployment, and reliable
operation?

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning
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Describe the environment Murdoch
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How will this system interact with other systems
and with the organisation’s existing technologies?

A system will rarely be completely new - it will
have to fit with what already exists in the
organisation, so this can limit design choices

« Two key elements of environment:
« External systems
 Technology architecture
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Describe the environment Murdoch
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1. Need information about communication flows to and
from external systems this system must interface
with:
« Message formats

Web and network addresses of sources/destinations
Communication protocols

Security methods

Error detection and recovery

2. Solution needs to fit with the organisation’s existing
technology architecture - all its hardware, software,
networks etc

* Discover and describe existing architecture

More in Topic 7
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Design the application ~
components iurdoch

What are the key parts of the information system

and how will they interact when the system is

deployed?

« Application component is a well defined unit of
software that performs some function(s)

 Need to decide how the functionality is to be
packaged into components, and how they will
interact, e.q.
Subsystems More in Topic 7
Database
Separation into layers

« Application component design is precursor to
defining the software classes and methods




Design the application (L

components iurdoch

« Some issues involved in designing the
application components:

« Scope and size - what are the functions,
boundaries, interfaces?

« Programming language - what are the
accepted languages?

« Build or buy - is an acceptable version
available to purchase?

More in Topic 7
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Design the user interface Murdoch
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How will users interact with the information system?

« The user interface has a large impact on user
productivity — to the user, the interface IS the

system
« User involvement throughout crucial to success

 Designing the interface requires analysis
techniques to determine user needs, as well as
design activities focused on devices and software

« Current needs require multiple user interfaces for
many different devices and environments

More in Topic 8




Typical models for user interface design - _
storyboard, system sequence diagram, L]
screen prototypes Murdoch
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Design the database Murdoch
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How will data be captured, structured an stored for
later use by the information system?

« By definition, an information system requires a
data repository — usually in a database

« Current technology frequently uses Relational
Database Management Systems (RDBMS)

« Requires converting the data model (from the
DMCD or ERD) to a relational database

« Database design also involves addressing many
other technical issues, such as performance and
security

A bit more in Topic 7, and a lot more in ICT285




Design software classes and !:-,'-

methods Murdoch

What internal structure for each application
component will ensue efficient construction, rapid
deployment, and reliable operation?

« Sometimes called Detailed design

« Define and design the classes and methods
needed to carry out each use case
A model building activity:
Design Class Diagrams
Sequence Diagrams
State Machine Diagrams

More in Topic 10




<<controller>>
SaleHandler

+processiNewSale ()
+makePayment ( )

Typical
Design Class

Diagram with
attributes :

Inventoryltem

-productltem:string
-inventoryltem:int
-size:string

-color:string
-options:string
-quantityOnHand:int
-averageCost:currency
-reorderQuantity:int
-datelLastOrder:date
-datelLastShipment:date

+updateQOH ()
+updatelnformation ( )

Customer

and methods

Sale

-accountNo:string {key}

-salelD:int {key}

Saleltem

+updateName ( )
+updateAddress ( )
+requestHistory ( )

-name:string -saleDateTime:date
-billingAddress:string -priorityCode:string
-shippingAddress:string -S&H:currency
-dayPhone:string -tax;currency
-nightPhone:string -totalAmt:currency
-emailAddress:string

-status:string +additem ( )

+updatelnformation ( )
+requestShipment ()
+updateStatus ()
+recievePayment ()

-saleltemld:int {key}
-productitem:string
-quantity:int
-soldPrice:currency
-shipStatus:string
-backOrderStatus:string

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning

+updateinformation ( )
+cancelltem ()
+requestBackorder ( )




Summing up...

 There are five main design activities,

corresponding to components of the new system:
The environment

Application components
User interface
Database

Software classes and methods

 These tend to be done in parallel, as decisions
made in one activity will influence the others

« System controls and security must be considered
throughout ALL design activities

1 Murdoch
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Feasibility and evaluating
alternatives
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Feasibility is the measure of how beneficial or
practical the development of an information system
will be to an organisation

Feasibility analysis is the process by which
feasibility is measured

The creeping commitment approach to feasibility
proposes that feasibility should be measured and
re-evaluated throughout the system development
life cycle

A project can be cancelled or revised at any
check point, despite what resources have
been spent

Slide 33




Feasibility assessment and m
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choosing alternatives Murdoch

In project planning:
« Very preliminary estimate of feasibility

In analysis and design:

 Alternative solutions are defined in terms of
scope and level of automation

« Each alternative solution is analysed for
feasibility

« Further evaluation of implementation
alternatives is made

Slide 34




Feasibility criteria

Main feasibility criteria:

Organisational feasibility
Technical feasibility

Resource & economic feasibility
Schedule feasibility

Legal feasibility

i
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Murdoch

Slide 35
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Organisational feasibility Murdoch
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Operational, organisational and cultural
feasibility focuses on whether the system will
work in a given organisational climate

Does management support the system?

How do end users feel about their role in the
system?

What end users may resist or not use the system?
How can this be overcome?

How will the working environment change?
Can users and management adapt to the change?

Slide 36
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Technical feasibility Murdoch
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Technical feasibility is a measure of the
practicality of a specific technical solution and the
availability of technical resources and expertise.

« Is the proposed technology or solution practical?
Do we currently possess the necessary technology?

Do we have the necessary technical expertise?

Slide 37
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Resource & economic feasibility murdoch

After identifying the resources required, economic

feasibility is a measure of the cost-effectiveness of
a project or solution,

« Are the resources (human and physical) available?

« Will the benefits of the system outweigh the costs?

« Put a dollar value to all the costs and benefits
associated with the system

« Use these figures to perform some type of
cost/benefit analysis

Slide 38
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Schedule feasibility Murdoch
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Schedule feasibility is a measure of how
reasonable the project timetable is

 Can the solution be designed and implemented
within an acceptable time period?

« Need to determine whether deadlines are

mandatory or desirable, and what impact they have
on the work scoped

Slide 39
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Legal feasibility Murdoch
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Legal feasibility is a measure of how well a
potential solution can be implemented within
existing legal and contractual obligations:

« Copyrights

« Legal requirements for financial reporting
« Trade practice laws

- National data and work laws

Slide 40
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Alternative solutions Murdoch
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Variations on obtaining system

* Facilities management or Service Provider
Solutions — outsource all IS support

« Packaged software, turnkey system, enterprise
resource planning (ERP) system

e Custom-built software systems
 In-house development

« Selection dimensions
Buy vs. build
In-house vs. outsource

Slide 41




Types of alternative solutions !
Murdoch
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Facilities management

Buy

Build

Custom-built solutions

In-house Outsource

Image from Satzinger, J. Jackson, R. & Burd, S. (2004) Systems Analysis and Design in a Changing World, 3 edition. Course Technology,
Thomson Learning. Figure 8.6
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Build vs buy decision: BUILD Miitdoeh
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FOR

« Gives you exactly what you want

 Helps you innovate where others don't

« Allows easy incorporation of 3rd party solutions
« Adapts and pivots with you

« Improves valuation/competitive advantage

« Secure

This list copied from https://www.fivetalent.com/build-vs-buy-weighing-custom-
software-against-off-the-shelf-solutions/
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AGAINST

Higher cost

Potentially longer implementation

Need to understand your processes first
Requires staff or vendor support

Once you're in, hard to let go of

This list copied from https://www.fivetalent.com/build-vs-buy-weighing-custom-
software-against-off-the-shelf-solutions/
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Build vs buy decision: BUY Murdoch
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FOR

« Lower up front costs
« Defines processes for you

« Follows industry practices, which creates a
workforce skilled in the packaged solution

« Time to market could be faster

« Overall market pressures can drive useful new
features

 (Customer support

This list copied from https://www.fivetalent.com/build-vs-buy-weighing-custom-
software-against-off-the-shelf-solutions/
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Build vs buy decision: BUY Murdoch
AGAINST
« Rigid

 End up with external manual processes and silos
of data if it doesn’t fit your processes

« Target for hackers
 Costly to customize
 Exporting data is messy and expensive

e Lowest common denominator for feature sets
means there are numerous features you’ll never
use

This list copied from https://www.fivetalent.com/build-vs-buy-weighing-custom-
software-against-off-the-shelf-solutions/
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Putting it all together
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Murdoch

UNIVERSITY

A feasibility analysis matrix (evaluation matrix) can

provide a comparison and ranking of the candidate systems

Weighting

Candidate 1

Candidate 2

Candidate 3

Description

Organisational
Feasibility

Technological
Feasibility

Resource Feasibility

Schedule Feasibility

Legal Feasibility

Ranking

()
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Adapted from from Whitten, J.L., Bentley, L.D. & Dittman, K.C., (2004), Systems Analysis and Design Methods, 6% Edition,

McGraw-Hill. Figure 10.9

Sample feasi

vy anhalysis matrix

i

L i

Feasibility Criteria

w

bilit

Candidate 1

Candidate 2

C‘Mdate 3

Organisational Feasibility

Only supports Member

Fully supports user required

Murdoch

- 30% | Services requirements functionality. UNIVERSITY
A description of to what degree the ) )
candidate would benefit the Current business processes Same as candidate 2.
organisation and how well the system would have to be modified to
would work in it. take advantage of software
] ) functionality.
Includes how well received this solution
would be from both user management,
user, and organisation perspective.
Score: 60 Score: 100 Score: 100
Technological Feasibility Current production release of [ Although current technical Although current technical
Platinum Plus package is staff has only Powerbuilder staff is comfortable with
Technology. An assessment of the 30% | version 1.0 and has only been | experience, the senior analysts | Powerbuilder, management is
maturity, availability (or ability to on the market for 6 weeks. who saw the MS Visual Basic | concerned with recent
acquire), and desirability of the ) ) ) demonstration and acquisition of Powerbuilder by
computer technology needed to Maturity of product is a risk [ presentation have agreed the Rxbase Inc.
support this candidate. and company charges an transition will be simple and S SQL Server is a current
. additional monthly fee for finding experienced VB company standard and
Expertise. An assessment of the technical support. programmers will be easier competes with SYBASE in the
technical expertise needed to develop, ) . . than finding Powerbuilder client/server DBMS market.
operate, and maintain the candidate Required to hire or train C++ | programmers and at a much Because of this we have no
system. expertise to perform ) cheaper cost. Euarante_e future versions of,
modifications for integration | MS Visual Basic is a mature owerbuilder will “play well
requirements. techrgology based on version | with out current SQL Server.
number.
Score: 50 Score: 95 Score: 60
Resource/Economic Feasibility 30%
Cost to develop: 0 Approximately $350,000. Approximately $418,040. Approximately $400.000.
Payback period (discounted): Approximately 4.5 years. Approximately 3.5 years. Approximately 3.3 years.
Net present value: Approximately $210,000. Approximately $306,748. Approximately $325,500.
Detailed calculations: See Attachment A. See Attachment A. See Attachment A.
Score: 60 Score: 85 Score: 90
Schedule Feasibility
) 10% | Less than 3 months. 9-12 months. 9-12 months.
An assessment of how long the solution
will take to design and implement.
Score: 95 Score: 80 Score: 85
Ranking 100% 60.5 92 85
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Alternative solutions - researching -~

Identify specifications that are important to the
hardware and/or software to be purchased

Identify potential vendors and products and obtain
the necessary information about these products

options for ‘Buy’ solutions Murdoch

« Internal standards may exist for hardware and software

selection.
« Information services are primarily intended to

constantly survey the marketplace for new products and

advise prospective buyers on what specifications to
consider.

« Trade newspapers and periodicals offer articles and
experiences on various types of hardware and software
that you may be considering.

Can issue a request for information (RFI)

Slide 49
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Alternative solutions - solicit ~
proposals from vendors Murdoch

If the organisation isn't already committed to a
single source, get proposals or quotes from

vendors:

An RFQ (request for quotation) solicits quotations for
specific products from different vendors

An RFP (request for proposal) communicates
requirements and desired features to vendors, who

then respond with proposals

Slide 50




Alternative solutions - evaluate —5!

and rank vendor proposals raoc

« Establish evaluation criteria and scoring system
before actual evaluation takes place to reduce
bias

Comparisons can be difficult as different proposed
systems have strengths in different areas

« See example on next slides - 3 major areas
considered:

» General requirements
» Technical requirements
» Functional requirements

1. Each alternative rated

2. Weighted scores are then tabulated and
compared to make a choice
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Image from Satzinger, J. Jackson, R. & Burd, S. (2004) Systems Analysis and Design in a Changing World, 3™ edition. Course Technology, Thomson
Learning. Figure 8.7

Partial matrix of general requirements (1) g,

General Alternative 1 Alternative 3
requirements In-house Package #2 +
criteria modify

Raw Extended Raw Raw Extended

Availability of 3 12 3 12
experienced staff

Developmental cost 15

Expected value of | 25
benefits

Length of time until
deployment

Low impact on
internal resources

Requirements for
internal expertise

Minimal
organizational impacts

Performance record of
the provider

Level of technical
support provided

Warranties and
support services
provided

Total



Image from Satzinger, J. Jackson, R. & Burd, S. (2004) Systems Analysis and Design in a Changing World, 3 edition. Course Technology, Thomson

Partial matrix of functional requirements o

Functional  Alternative 1 Alternative 3
requirements In-house Package #2 +
criteria modify

Raw Extended Raw Extended Raw Extended Raw Extended
Make inquiry on items 4 5 20 4 16 5 20 5 20
Create customer order 5 5 25 o) 25 5 25 5 25
Change order 4 8 20 S 20 5 20 5 20
Make inquiry on orders 4 5 20 5 20 4 16 5 20
Package order 5 5 25 5 25 5 25 5 25
Ship order 5 5 25 5 25 5 25 5 25
Create back order 4 5 20 B 20 5 20 5 20
Accept return 4 5 20 5 20 4 16 3 20
Correct customer 4 5 20 3 12 4 16 5 20
account
Update catalog 5 5 25 2 10 3 15 5 25
Create special 3 5 15 0 0 2 b 5 15
promotions
Initiate a promotion 3 5 15 0 0 2 b ] 15
mailing
Create sales 3 5 15 3 9 3 9 5 15
summaries
Create order 2 5 10 3 4 3 b 5 10
sUmMmaries
Create shipment o 5 10 Z 4 5 10 5 10
sumraries

Total 285 212 235 285




Partial matrix of technical requirements (3h

W

Technical Alternative 1 Alternative 3
requirements In-house Package #2 +
criteria modify

Raw Extended Raw Extended Raw Extended Extended
? *18 15 20 . *18

*14 16 16 , *16

*18 16 20 . *18

15 9 12 12

15 15 12 12

12 9 12 15

12 12 12 12
User-friendliness 20 12 16 20
Total 104 120 123

Robustness
Programming errors
Quality of code
Documentation

Easy installation
Flexibility

Structure

3
4
4
3
3
3
4
3

W W W W B B~
e~ e~ e~ e~ B

Total score:
Alternative 1
Alternative 2 =

Alternative 3

Image from Satzinger, J. Jackson, R. & Burd, S. (2004) Systems Alternative 4
Analysis and Design in a Changing World, 3™ edition. Course
Technology, Thomson Learning. Figure 8.9




Summing up...

« Feasibility is the measure of how beneficial or practical
the development of an information system will be to an
organisation

Organisational
Technical
Resource and economic
Schedule feasibility
Legal feasibility
Feasibility should be measured and re-evaluated

throughout the system development life cycle (creeping
commitment approach)

A feasibility matrix is a useful way to compare the
feasibility of different solutions, e.q. in the ‘buy v build’

decision
1 Murdoch
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Designing for security and
integrity
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Designing for security and ~
integrity Vardach

Security and integrity controls must be considered in
the design of EVERY other element we have discussed

- nhot a stand-alone activity

« Integrity controls

« Maintaining the integrity (correctness) of the
data as it is entered into the system, processed,

stored and output

« Security controls

Associated with the entire environment,
primarily (but not always) external threats, that

are often malicious




Designing for security and 9

integrity Vardach
Controls are needed for all design aspects:

« User interface - limit access to authorized
users

« System interface - protect from other
systems

« Application architecture - record transactions

« Database - protect from software/hardware
failure

 Network design — protect communications




Integrity and security controls

Input, processing, and Metwork access
0S controls controls

Firewall

N

Encryption

Processing 0s Database
controls controls controls

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning

Input, processing, and
0S controls
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Output
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Designing integrity controls Murdoch

UNIVERSITY

« Objectives of integrity controls:

 Ensure that only appropriate and correct business
transactions are accepted

« Ensure that transactions are recorded and
processed correctly

« Protect and safeguard assets such as the
database

« Integrated into application programs and DBMS:
« Input controls
« Qutput controls
« Backup and recovery
 Fraud prevention (next slides)
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Input controls Murdoch

UNIVERSITY

Prevent invalid or erroneous data from entering the
system

 Value Limit Controls

Check the range of inputs for reasonableness
« Completeness Controls

Ensure all the data has been entered
 Data Validation Controls

Ensure that specific data values are correct
 Field Combination Controls

Ensure data is correct based on relationships
between fields




i

—_—

W

Output controls Murdoch

UNIVERSITY

To ensure that output arrives at proper destination
(for authorized eyes) and is accurate, current, and
complete

Controls include:

Physical access to printers and display devices
Discarded data — protect from “dumpster diving”
Access controls to programs that display or print

Formatting and labelling printed outputs to show they are
date stamped

Labelling of electronic output
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Redundancy, backup and ~
recovery Virdoch

Protect data and systems from catastrophes
- Databases
 Hardware
« Software applications
 Networks
« Redundant servers, database, sites
 Backup and recovery
« On-site versus off-site copies




Fraud prevention - risk factors —rv]

and risk reduction techniques  Murdach

' Factors affecting fraud risk Risk-reduction techniques

Separation of duties Design systems so those with asset custody have imited
access to related records. Also, ensure that no one has
sufficient system access to commit and cover up a fraud.

Records and audit trails Record all transactions and changes in asset status. Log
all changes to records and databases, and restrict log
access (o a few trusted persons,

Manitoring Incerporate reqgular and systematic procedures to review
records and logs for unusual transactions, accesses,
and other patterns.

Asset control and Limit physical access Lo valuable assets, such as
reconciliation nventory, and periodically recencile physical asset
counts with related records.

Security Design security features into individual systems and
supporting infrastructure. Review and test security
features frequently. Use outside consultants to conduct
penetration testing attack and fraud vectors from
external and internal sources.

Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning
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Designing security controls Murdoch

UNIVERSITY

« Protect all assets against external threats

 Protect and maintain a stable, functioning
operating environment 24/7 (equipment,
operating systems, DBMSs)

« Protect information and transactions during
transmission across networks and Internet

 Approaches:
Access controls
Data encryption
Digital signatures and certificates
Secure transactions




i

Designing security controls - ~
user access Vrdach

Access Controls — Limit a person’s ability to
access servers, files, data, applications

« Authentication - to identify users

« Access control list - list of valid users and
their permissions for a resource

« Authorization - the process of allowing or
restricting access for a specific user

Registered Users — those with authorization
Unauthorized Users — those not allowed access

Privileged Users - those that maintain lists and
systems




Types of users n

1| Unauthorized users Murdoch
E‘f} UNIVERSITY
{/
Hackers . Former employees
\\ \nterne¢ /1/
ontroj
esS C© s
P‘cc ysfeo)
Registered Registered
users users
il
,e?"l [
i
i L
Suppliers
Internet
customers
R Isl.otter /‘ \_—wuw
System s
developers Employees

System Mané;gers
administrators

Privileged users
Image from: Systems Analysis and Design in a Changing World, 7th Edition ©2016. Cengage Learning




Designing security controls - n

W

Encryption, digital signatures and Murdoch
certificates

 Encryption is the primary method of securing
data within internal systems and during
transmission

 Encryption alters data/files so that
unauthorised users can’t view them

« Keys are used to encrypt and decrypt

« Digital signatures and digital certificates are a
way of verifying identity so that keys can be
used by legitimate parties
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Designing security controls — Secure
transactions Murdoch

UNIVERSITY

« Secure transactions use a standard set of
methods and protocols that address

authentication, authorisation, privacy and
integrity

« Transport Layer Security (TLS) or Secure
Sockets Layer (SSL)

« [P Security (IPSec)
« HTTPS (Hypertext Transfer Protocol Secure)




Summing up... 9

Murdoch

UNIVERSITY

« Integrity controls maintain the integrity (correctness) of

the data as it is entered into the system, processed, stored
and output

Input controls
Output controls
Backup and recovery
Fraud prevention

« Security controls are associated with the entire

environment, primarily (but not always) external threats,
that are often malicious

Access controls

Data encryption

Digital signatures and certificates
Secure transactions




Topic learning outcomes revisited

After completing this topic you should be able to:

Describe systems design and contrast it with systems analysis

List the documents and models used as inputs to or output from
systems design

Describe each major design activity

Describe how different alternative solutions may be evaluated for
feasibility

Discuss the advantages and disadvantages involved in the ‘buy versus
build” decision for software components or applications

Explain why security and integrity methods and controls need to be
considered throughout all design activities

Briefly describe some security and integrity methods and controls
1 Murdoch
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What's next?

In the next topic, we’ll commence our coverage of
systems design activities by looking at the high
level systems architecture, and designing the

database.




